
1. Your personal information is precious

We, at iA Financial Group and our affiliates, do everything we can to protect the 
confidentiality of the personal information you entrust to us. That is why we are committed 
to continually reassessing and updating our practices to meet the highest standards with 
regard to managing and protecting your personal information.

To learn more about iA Financial Group and its affiliates, visit iA Financial Group.

2. What we are doing to protect your personal information

First of all, what constitutes personal information? It is information about you that can be 
used to identify you, either directly or indirectly.

2.1  We operate on the basis of 4 key principles

The following principles govern how we ensure your privacy:

 – Ensure secure management. We put proper management and protection practices 
in place to keep your personal information secure and oversee its use.

 – Respect your rights. You have certain rights with regard to the personal information 
we hold about you. You may exercise these rights at any time.

 – Be transparent. We provide you with all relevant information regarding our  
privacy practices.

 – Act responsibly. Our employees, suppliers and representatives must comply with our 
privacy practices. Our Chief Privacy Officer ensures that they do, and that our practices 
are always up to date.

2.2  We only collect personal information that is necessary

From whom do we collect your personal information?

We collect your personal information primarily from you. We may also collect it from 
others, depending on the circumstances. For example:

 – Recruitment platforms

 – Recruitment agencies

 – Psychometric assessment firms

 – Credit bureaus and reporting agencies

 – Providers of criminal background checks

 – Personal references

 – Immigration law firms

 – Your current or previous employer

How do we collect your personal information?

We may collect your personal information in various ways, including:

 – By phone

 – In person

 – Through paper and online forms

 – Through applications and platforms, such as Workday

 – Through cookies

What personal information do we collect?

We only collect the personal information necessary to fulfill the purposes outlined in  
this notice.

Here are some examples of personal information we may collect:

Category Examples

Identification 
information

Name, mailing address, email, phone number, citizenship, country  
of birth

Financial 
information

Income, salary, credit history and score

Employment and 
skills information

Employment status, current employer, former employers, degrees  
or diplomas, training, certifications, psychometric test results, 
criminal background

We may also create or infer information based on the personal information we collect. For 
example, we may create a candidate profile or an ID for you. This is considered personal 
information. We manage and protect it in accordance with the same practices we use for 
the rest of your personal information.

2.3  We collect your personal information for specific purposes

We collect, use, disclose and retain your personal information only for the purposes 
outlined in this notice. We will inform you of the intended purposes at or prior to the time 
we collect your personal information.

The following purposes may be essential to our relationship with you:

Category Examples

Assessing  
your application

 – Validating your information, including the information on your CV

 – Assessing your skills and competencies for the position

 – Analyzing your psychometric test results, where applicable

 – Detecting, preventing and containing fraud and unauthorized or 
illegal activities, for example by assessing your criminal 
background and credit history

 – Respecting our legal obligations and the requirements of the 
courts, where applicable

Contacting you

 – Setting up an appointment for an interview

 – Sending you a satisfaction survey about the recruitment process

 – Making a job offer, where applicable

Improving our 
recruitment process

 – Using your survey responses and comments to take appropriate 
action

 – Producing statistics to improve the recruitment process

 – Handling any complaints or dissatisfaction

Helping with the 
immigration process

 – Contributing to a work permit application, where applicable

Some purposes are optional.

We must obtain your separate consent to collect, use, disclose and retain your personal 
information for the following purposes:

Category Examples

Letting you know 
about job 
opportunities

 – Sending you current and future job opportunities that might 
match your employment profile

 – Sending you job alerts

PRIVACY NOTICE  
For prospective employees of iA Financial Group

https://ia.ca/about-us/group-of-companies


2.4   We may share your personal information with other individuals or 
organizations

With whom may we share your personal information?

In order to fulfill the purposes outlined in this notice, we sometimes need to share your 
personal information with other individuals or organizations.

For example, we may share it with the following third parties:

 – Criminal background check providers, such as Mintz

 – Credit bureaus and reporting agencies, such as Equifax or TransUnion

 – Psychometric assessment firms

 – Immigration law firms

We may disclose your personal information outside Canada

We may disclose your personal information outside Canada if, for example, we are doing 
business with a supplier based in another country. In this case, we contractually ensure 
that our supplier meets our expectations in terms of managing and protecting your 
personal information. Before transferring your personal information outside Canada, we 
ensure that it will be adequately protected.

We may also disclose your personal information to another Canadian province or territory.

2.5  We obtain your consent, except in certain cases prescribed by law

When do we obtain your consent?

We obtain your consent before we collect, use or disclose your personal information. We 
may obtain consent directly from you. It may also be obtained from someone else, such as 
a service provider or recruitment agency.

We will request your consent again if we wish to use or disclose your personal information 
for a purpose to which you have not consented.

When do we not request your consent?

In some cases, the law permits us to collect, use or disclose your personal information 
without your consent.

Here are a few examples:

 – Disclosing your personal information to suppliers for a purpose outlined in this notice

 – Conducting statistical studies using de-identified personal information, where permitted 
by law

 – Taking appropriate action if we detect potential fraud

 – In Quebec only, using your personal information if it is clearly to your benefit or for 
purposes related to those you have already agreed to

 – Outside Quebec, using or disclosing your personal information if it is clearly to your 
benefit and we are unable to obtain your consent

We may also be required by law to disclose personal information, for example if ordered 
by a court or requested by a regulatory authority or self-regulatory body.

2.6  We do everything we can to protect your personal information

Our employees, representatives and other stakeholders play a role in protecting your 
personal information. Our in-house procedures clearly define each person’s roles and 
responsibilities in managing personal information.

We limit access to and use of your personal information

We keep access to your personal information to a minimum. Access to your personal 
information is restricted to individuals who need it to do their jobs.

Here are some of the measures in place to control access to and use of your personal 
information:

 – We train our employees, representatives and consultants to handle your personal 
information with care and according to best management practices. Our suppliers must 
do the same.

 – Our employees, representatives and suppliers may access and use the personal 
information we collect only if we have obtained consent for this purpose or if permitted 
by law.

 – We regularly review the access rights of employees, representatives and suppliers 
based on their roles and responsibilities.

We protect our facilities and IT systems

We have security measures in place to protect our platforms, facilities and IT systems. 
Your personal information is protected at all times by a multidisciplinary team, monitoring 
tools and state-of-the-art technology environments.

Here are a few of the security measures in place:

Technology 
measures

 – Multi-factor authentication

 – Data encryption

 – Digital certificates

 – Firewalls

Physical or 
administrative 
measures

 – Authorization required to access our IT systems and buildings 
where your personal information is stored

 – Continuous monitoring of our facilities

We communicate with you securely

We have measures in place to ensure the security of our communications with you, 
including when we collect your personal information.

Here are some examples of these security measures:

 – We always verify your identity, whether online, over the phone or in person. Other than 
to authenticate you, we avoid collecting certain personal information over the phone, 
such as your date of birth or your social insurance number.

 – We will never ask for your password or your personal identification number (PIN).

 – We will not contact you for the sole purpose of obtaining your personal information.

2.7  We keep your personal information for a limited time

We keep your personal information only for as long as necessary to:

 – Fulfill the purposes for which we collected it, and

 – Meet our legal obligations

We have implemented a retention schedule, which guides us on how long we should keep 
each type of personal information, depending on the context. We destroy the information 
once the retention period has elapsed. This period depends, among other things, on our 
legal and regulatory obligations and on the time needed to protect our rights in the event 
of legal recourse.

We may anonymize certain personal information before destroying it and retain a copy. 
Once the information is anonymized, it can no longer be used to identify you and is 
therefore no longer considered personal information. We use it, among other things, to 
identify trends and establish performance indicators.



2.8  We respect your privacy rights

Managing your consent preferences

You may consult and update your consent preferences for the collection, use and 
disclosure of your personal information at any time. However, please be aware that if you 
withdraw your consent for a purpose that is essential to our relationship with you (refer to 
the We collect your personal information for specific purposes section for more details), 
we will no longer be able to assess your application.

For optional purposes, you may withdraw your consent at any time without adversely 
affecting our relationship with you.

You can contact us through the link you received by email or update your preferences 
directly in Workday to withdraw your consent for the following purpose:

 – Letting you know about job opportunities

Withdrawing your consent may take up to 30 days to be processed and applied.

Accessing, rectifying or deleting your personal information

You have a number of rights with regard to the personal information we hold about you. 
You may exercise these rights at any time.

Knowing if we hold 
personal information 
about you

You can ask us:

 – If we hold personal information about you

 – How your personal information was collected, used and disclosed

 – If another individual or organization holds your personal 
information for us

Accessing your 
personal information

You may ask to access the personal information we hold about you. 
You may also obtain a copy, but you may have to pay a reasonable 
fee for it.

In some cases, we are unable to provide you with the requested 
information. For example:

 – We cannot give you information that would reveal information 
about another person.

Rectifying your 
personal information

You can request that we rectify your personal information if it is 
incomplete or inaccurate.

You can also update it if it has changed

Deleting your 
personal information

You can request that we delete your personal information. Our response 
will depend on the situation.

If we have fulfilled the purposes for which the personal information 
was collected, we will delete it. However, we may retain it in order 
to meet our legal and regulatory obligations and protect our rights 
in the event of legal recourse.

If we have not yet fulfilled the purposes for which the personal 
information was collected, we will delete the information that is 
out of date, inaccurate, incomplete or no longer required. If you 
request that we delete the rest of your personal information, we 
will not be able to continue the recruitment process with you.

You may submit a written request to exercise any of your rights in relation to your personal 
information. You will receive our written response within 30 days. If we deny your request 
in whole or in part, we will provide you with several pieces of information:

 – Reasons for the denial

 – References to the laws and regulations that justify this denial

 – Your right to challenge this denial before the privacy regulatory authority in your 
province or territory

 – Timeframe for appealing the denial

Filing a complaint

You may file a complaint if you feel that we have mishandled your personal information.

Please contact us first if you wish to file a complaint. We will take the time to analyze your 
complaint and work with you to resolve the situation.

You can also file a complaint with the privacy regulatory authority in your province or territory.

3. How to contact us regarding your privacy

To submit a request to access, rectify or delete your personal information, or to request 
assistance, send us a comment or ask a question related to your privacy, you can contact 
us in writing at the address below:

By email:  Acquisitiontalents-Talentacquisition@ia.ca

To file a complaint about the handling of your personal information, you can contact us 
in writing at the addresses below:

By email:  privacyofficer@ia.ca

By mail:  Office of iA Financial Group Chief Privacy Officer
  1080 Grande Allée West  
 PO Box 1907, Station Terminus Quebec City QC  G1K 7M3

Make sure you provide us with all the information we need to follow up on your request.

4. Updates to this notice

We regularly update our practices to enhance them and ensure that they reflect 
changing privacy laws, regulations and standards. We will notify you on our website of 
any material changes to this notice.
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